Co3axaiTe CBOH COOCTBEHHBIN
cepBep ooHoBIeHNU FreeBSD

VHCTPYKITUU B 3TOU CTaThe OTHOCATCA K 6oJiee cTapoi Bepcuu FreeBSD 1 MoryT
He paboTaTh KOPPeKTHO B IlocjaegHUX Bepcusx OC. B cB4I3U C IIOIBJIeHHUEM

A pkgbase, yrtunurta freebsd-update 1iaHupyeTcsa K ypajeHuro u3 FreeBSD B
6ynyieM. Korzma sTo IpoU30ueT, cTaThs OyeT JIM60 06HOBJIEHA C YUETOM HOBBIX
IIPOIleyp, TU60 II0JIHOCTHIO yaleHa.

AHHOTAITUA

B aToli cTaThe ONUCHIBAETCS CO3JaHHE BHYTPEeHHEro cepBepa 00HOBJeHUU FreeBSD. freebsd-
update-server HammcaH Colin Percival <cperciva@FreeBSD.org>, IIOYeTHBIM pPYKOBOAUTEJIEM
6esonacHocTH FreeBSD. /ly1g mosib3oBaTesiel, KOTOPHIM yI0O0HO OOHOBJIATE CBOM CUCTEMBI 4yepes
opuUITHaIbHBIN CepBep OOHOBJIEHUM, CO3[laHMe COOCTBEHHOro cepBepa 0OHOBIeHUU FreeBSD
MOXKeT  IIOMOYb  PacClIUPUTh ero OYHKIIMOHAIBHOCTL,  IIOJJep>KUBasi  BPYYHYIO
MOAUOUIIMPOBaHHbIE BBIITYCKU FreeBSD wiM IpemocTaBiisig JIOKaJbHOE 3epKasio, KOTOpOe
II03BOJIUT YCKOPUTHL OOHOBJIEHHU /IJI1 MHOXKECTBA MaIllUH.
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1. bs1arogapHoCcTH

JTa cTaThs ObljIa BIIOCIEICTBUU OIIyOJIMKOBaHa B OHJIAWH U3faHUU BSD Magazine.

2. BBegeHHue

OnbITHBIE TI0JIB30BaTeJIU WM afMHHUCTPATOPBI YaCTO OTBEYAIOT 38 HECKOJIbKO MAIIlUH WJIN
OKpy>XeHU!. OHU IIOHUMAalOT CJIOKHbIEe TpeOOBaHUS U BBI3OBBI, CBSI3aHHBIE C IIOep KaHUEM
TaKoOM HHQPaACTPYKTYpHl. 3aIllyCK cepBepa 00HOBJIeHUU FreeBSD ympolmaeT pasBEépThIBaHUeE
HUCIIpaBJIeHUU 6€30I1aCHOCTH U IIPOTPaMMHOI0 06eclieueHUsl Ha BEIOPAaHHBIX TECTOBBIX MalllMHAaX
Iepes UX BHeApeHHEM B pabouyro cpefy. ITO TakyKe O3HA4UaeT, UTO MHOKeCTBO CHUCTEM MOIYT
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OBITH OOHOBJIEHBI K3 JIOKAJHHOM CeTH, a He uepe3 IMOTEHITHAJIbHO MeJJIeHHOe HHTEepPHEeT-
coelMHeHHe. B 3TOM cTaTbe OMMCAHBI I1ard, He0O6XOAUMEIe I CO3MaHUsI BHYTPEeHHEro cepBepa
o6HOBJIeHUH FreeBSD.

3. IlpeaBapuTe/IbHBIE TPEOOBAHUS

JI151 co3maHusd BHYTpPeHHero cepBepa 06HOBIeHUM FreeBSD He06X0IMMO BBHIIIOJTHUTH HEKOTOPBIE
Tpe6oBaHU4.

» Paboraromasg cucrtema FreeBSD.

o MuHHuManbHOe TpeboBaHUe i1 0OHOBJIEHUNM — cO0pKa Ha Bepcuu FreeBSD,
KOTOpasi He MeHbIIIe ITeJIeBOM BEPCHUH I PaCIpOCTPaHeHU .

o Ilosb30BaTeJIbCKasl YUETHAs 3alMCh ¢ KaK MUHUMYM 4 ['B cBO60HOTO MecTa. ITO IT03BOJIUT
co3/laBaThb 06HOBJIEHU /111 Bepcuit 7.1 1 7.2, HO TOUHBIe TPe6G0BaHUS K MeCTy MOTYT MeHSIThCS
OT BEPCHU K BEPCHH.

* VuérHasd 3anuchk ssh(l) Ha yialeHHOM MallliHe I 3aIPy3KHU paclipe/ie/IeHHBIX 00HOBJIEHUM.

* Beb-cepBep, HanpuMep Apache, ¢ 60ee yeM II0JIOBUHOM IIPOCTPaHCTBa, HEOOXOAUMOIO JIJIs
coopku. Hampumep, TeCcTOBBIe COOPKU 19 Bepcrui 7.1 U 7.2 3aHUMalOT B 001N CJI0’KHOCTH 4
I'B, a IpoCTpaHCTBO Beb-cepBepa, HEOOXOAUMOE i1 PACIIPOCTPAHEHUS 3TUX OOHOBJIEHUM,
cocrasiser 2.6 I'b.

* ba3oBble 3HAHUS HAIIMCaHUS CKPUIITOB 11 060/104KH Bourne shell, sh(1).

4. KoHpurypamus: ycTaHOBKa MU HaCTPOHKa

3arpysuTe mporpaMMHoe obecreueHue freebsd-update-server, ycTaHOBUB IIaKeThl devel/git u
security/ca_root_nss, U BBIIIOJTHUTE:

% git clone https://github.com/freebsd/freebsd-update-build.git freebsd-update-server

OGHOBUTE COOTBETCTBYIOIUM o6pasom ¢amn scripts/build.conf. OH wucrosb3yeTcs BO BCexX
oIrepanysax COOpPKHU.

Bor craHzapTHeIM Dbuild.conf, XoTOpel¥i ciefyeT HM3MeHUTbL B COOTBETCTBUM C BalllkM
OKpPY>KeHUEM.

# Main configuration file for FreeBSD Update builds. The
# release-specific confiqguration data is lower down in
# the scripts tree.

# Location from which to fetch releases
export FTP=ftp://ftp2.freebsd.org/pub/FreeBSD/releases M

# Host platform
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export HOSTPLATFORM="uname -m'

# Host name to use inside jails
export BUILDHOSTNAME=${HOSTPLATFORM}-builder.daemonology.net @

# Location of SSH key
export SSHKEY=/root/.ssh/id_dsa ®

# SSH account into which files are uploaded
MASTERACCT=builder@wadham.daemonology.net @

# Directory into which files are uploaded
MASTERDIR=update-master.freebsd.org ®

YuTHUTe BO3SMOKHBIE BapHUaHTHI CIIeYIOIINX HACTPOeK:

@ 9To MecTo, OTKy/Ia 3arpy>karoTcst 06pasbl ISO (¢ MOMOIIIbIo IIOAIIporpaMMEI fetchiso() us dpaiira
scripts/build.subr). HacTpoeHHoe pacmosiokeHue He orpaHuuuBaerca URI FTP. /lo/DKHBI
paboraTts Jsr06ble cxemMbl URI, 1mopmepsKuBaeMmble CcTaHgapTHOM yruuTon fetch(l).
[Tosib30BaTe/IbCKUEe H3MeHeHUs1 Koja fetchiso() MOXHO yCTaHOBUTBH, CKOIIMPOBAaB CKPHUIIT
build.subr mo ymosiyaHuio B 006J1aCTh, CIIEIIAPUUHYIO [JII COOTBETCTBYIOIETO peu3a U
apxXuUTeKTyphl, 110 IyTHU scripts/PEJIM3/APXUTEKTYPA/build.subr, ¥ IpuMeHUB JIOKaJbHbIE
U3MeHeHUs.

@ NwMsa xocTa st c60pKuU. ITa MHPopMarus 6y[eT 0ToOpa’kaThbCsl Ha OOHOBJIEHHBIX CHCTEMax
IIPU BBIIIOJTHEHUH KOMaH/IbI:

% uname -V

® Kimrou SSH gyt 3arpy3kd QaiiyloB Ha cepBep OGHOBIeHUH. [lapy Kiroduedl MOXKHO CO3/ATh,
BBIIIOJIHUB KOMaHAy ssh-keygen -t dsa. 3ToT mapaMeTp Heo0si3aTesieH; CTaHZapTHas
ayTeHTUQUKAIYI 110 IIapoJIlo OyAeT MCII0JIb30BaThbCd B KauyeCTBe pe3epBHOI0 MeTO/a, eC/Id
SSHKEY He ompenesiéH. bosee mopo6HY0 MHGOpMAIIUO 0 SSH U COOTBETCTBYIOIIUX II1arax I10
CO3aHUI0 U UCII0JIb30BAHUIO KJIF0UEed MO>KHO HAaUTH Ha ssh-keygen(1).

@ VyuéTHas 3aIuCch IS 3aTPy3KU (paiiioB Ha cepBep 0OHOBJIEHUH.

® Karasor Ha cepBepe 06HOBJIEHUN, B KOTOPBIH 3arpy’KaroTcs Gamiiibl.

B cranzmapTHOM daiiie build.conf, mocraBisiemoM ¢ ucxogHukamu freebsd-update-server, 3agaHa
coopka pesn3oB FreeBSD miast apxuTeKTyphbl 1386. B KauecTBe IIpuMepa HACTPOMKH cepBepa

0OHOBJIEHUU IS IPYTUX apXUTEKTYP HIDKe IIPUBEJEHBI I1aru ¢ HeOOXO0AMMBbIMU M3MeHEeHUSIMU
KOHUrypanuu i amd64:

1. Cospgaiite cpeny c6opKH i amd64:

% mkdir -p /usr/local/freebsd-update-server/scripts/7.2-RELEASE/amd64
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2. YcraHoButTe ¢ai1 build.conf B TOJBKO YTO CO3MaHHBIM KaTaJor COOpPKU. IlapaMeTpsnl
KoH¢urypamuu cbopku i FreeBSD 7.2-RELEASE Ha amd64 [0/DKHBI OBITH IIPUMEPHO
TaKUMU:

# SHA256 hash of RELEASE disc1.iso image.
export RELH=1ea1f6f652d7c5f5eab7ef9f8edbed50cb664b08ed761850f95f48e86cc71ef5 D
# Components of the world, source, and kernels
export WORLDPARTS="base catpages dict doc games info manpages proflibs 1ib32"
export SOURCEPARTS="base bin contrib crypto etc games gnu include krb5 \

1ib libexec release rescue sbin secure share sys tools \

ubin usbin cddl"
export KERNELPARTS="generic"

# EOL date
export EOL=1275289200 @

® Xemr-kirou sha256(1) st »KesraeMOTO BBIITyCKA OIYGJIMKOBAH B COOTBETCTBYIOIIIEM
aHOHCe BBIITyCKa.

@ s mosmyuenus Homepa "End of Life" mist gpaiina build.conf o6patureck k "Estimated
EOL" Ha caute FreeBSD Security Website. 3HaueHue EOL MO>XHO BBIBECTU M3 [aThl,
yKa3aHHOU Ha BeO-cauTe, UCIIOIb3yd YTHINUTY date(1), HaripuMep:

% date -j -f '%Y%m%d-%H%NM%S' '20090401-000000' '+%s'

5. COopka Koz1a 00OHOBJIEHUS

[IepBBIM IIaTOM SIBJISETCS 3aIlycK scripts/make.sh. 9To mpuBefET K c60pKe HEKOTOPBHIX GMHAPHBIX
¢atyioB, CO3[JaHHUI0 KaTaJOTOB U TeHeparuu RSA-KJIOYa IIOAIIHMCH, UCIIOJIb3YeMOIro [JIs
IIOATBEP)KIeHNsT Cc60pok. Ha 3TOM 3Tame I0Tpe6GyeTcss BBECTH MTApOJbHYH ¢pasy It
OKOHYATEJIbHOTO CO3/IaHUS KJIF0Ua IO ITHCH.

# sh scripts/make.sh

cc -02 -fno-strict-aliasing -pipe findstamps.c -o findstamps

findstamps.c: In function 'usage':

findstamps.c:45: warning: incompatible implicit declaration of built-in function
"exit'

cc -02 -fno-strict-aliasing -pipe unstamp.c -o unstamp

install findstamps ../bin

install unstamp ../bin

rm -f findstamps unstamp

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Public key fingerprint:
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27ef53e48dc869eeabc3136091cc6ab85891967559824779e855d58a2294de9e

Encrypting signing key for root
enter aes-256-cbc encryption password:
Verifying - enter aes-256-cbc encryption password:

o CoxpaHHUTe CreHepHUpPOBaHHBIM OTIIEYaTOK KJIIOYa. ITO 3HaueHHe TpebyeTcs B
/etc/freebsd-update.conf m1g 6MHapHBIX 06HOBJIEHUM.

Ha sToM sTarie MbI TOTOBBI K II0ATOTOBKE C60pKI/I.

# cd /usr/local/freebsd-update-server
# sh scripts/init.sh amd64 7.2-RELEASE

Hripoke IpUBeEH IIPUMeP NepeoHaAUATbHOU COOPKH.

# sh scripts/init.sh amd64 7.2-RELEASE

Mon Aug 24 16:04:36 PDT 2009 Starting fetch for FreeBSD/amd64 7.2-RELEASE
/usr/local/freebsd-update-server/work/7.2-RELE100 of 588 MB 359 kBps 00m0@s

Mon Aug 24 16:32:38 PDT 2009 Verifying disc1 hash for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 16:32:44 PDT 2009 Extracting components for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 16:34:05 PDT 2009 Constructing world+src image for FreeBSD/amd64 7.2-
RELEASE

Mon Aug 24 16:35:57 PDT 2009 Extracting world+src for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 23:36:24 UTC 2009 Building world for FreeBSD/amd64 7.2-RELEASE

Tue Aug 25 00:31:29 UTC 2009 Distributing world for FreeBSD/amdb4 7.2-RELEASE

Tue Aug 25 00:32:36 UTC 2009 Building and distributing kernels for FreeBSD/amd64 7.2-
RELEASE

Tue Aug 25 00:44:44 UTC 2009 Constructing world components for FreeBSD/amd64 7.2-
RELEASE

Tue Aug 25 00:44:56 UTC 2009 Distributing source for FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 17:46:18 PDT 2009 Moving components into staging area for FreeBSD/amd64
7.2-RELEASE

Mon Aug 24 17:46:33 PDT 2009 Identifying extra documentation for FreeBSD/amd64 7.2-
RELEASE

Mon Aug 24 17:47:13 PDT 2009 Extracting extra docs for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 17:47:18 PDT 2009 Indexing release for FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 17:50:44 PDT 2009 Indexing world®@ for FreeBSD/amdb64 7.2-RELEASE

Files built but not released:

Files released but not built:

Files which differ by more than contents:
Files which differ between release and build:
kernel|generic|/GENERIC/hptrr.ko
kernel|generic|/GENERIC/kernel
src|sys|/sys/conf/newvers.sh
world|base|/boot/loader
world|base|/boot/pxeboot



world|base|/etc/mail/freebsd.cf
world|base|/etc/mail/freebsd.submit.cf
world|base|/etc/mail/sendmail.cf
world|base|/etc/mail/submit.cf
world|base|/1ib/1ibcrypto.so.5
world|base|/usr/bin/ntpq
world|base|/usr/1lib/1libalias.a
world|base|/usr/1ib/1ibalias_cuseeme.a
world|base|/usr/lib/1ibalias_dummy.a
world|base|/usr/1ib/1libalias_ftp.a

3aTeM BrIIIOJIHAETCA cOopKa world ¢ puMeHeHneM naTyeit world. bosiee moipo6HOe 00bsICHEHHE
MO>KHO HaWTH B scripts/build.subr.

B TeueHMe 3TOr0 BTOPOIO IIMKJA COOPKH JEMOH IIPOTOKOJIA CETeBOIO0 BpeMeHH,
ntpd(8), orkiroueH. ITo ciioBam Colin Percival <cperciva@FreeBSD.org>, IO4ETHOTO
odurtepa 6GesomacHocTd FreeBSD, "kox c6opku freebsd-update-server moJoKeH

A UIeHTUOUIIMPOBAaTh BpeMeHHble MeTKH, XpaHdinyecs B ¢aiaX, 4ToObl HX
MO’KHO OBLJIO UTHOPUPOBATH IIPU CpaBHEHWHU COOPOK Ui OIpejesieHUs TOTO,
Kakyhe G(auabl HYXAAITCA B OOHOBJIEHHWU. IJTOT IIOMCK BpPEMEHHBIX METOK
paboTraeT myTeM BBIIIOJIHEHUSI [ABYX COOPOK C HUHTepBajioM B 400 1nHell u
CpaBHEeHUS pe3yabTaToB."

Mon Aug 24 17:54:07 PDT 2009 Extracting world+src for FreeBSD/amd64 7.2-RELEASE
Wed Sep 29 00:54:34 UTC 2010 Building world for FreeBSD/amd64 7.2-RELEASE

Wed Sep 29 01:49:42 UTC 2010 Distributing world for FreeBSD/amd64 7.2-RELEASE

Wed Sep 29 01:50:50 UTC 2010 Building and distributing kernels for FreeBSD/amd64 7.2-
RELEASE

Wed Sep 29 02:02:56 UTC 2010 Constructing world components for FreeBSD/amd64 7.2-
RELEASE

Wed Sep 29 02:03:08 UTC 2010 Distributing source for FreeBSD/amd64 7.2-RELEASE

Tue Sep 28 19:04:31 PDT 2010 Moving components into staging area for FreeBSD/amd64
7.2-RELEASE

Mon Aug 24 19:04:46 PDT 2009 Extracting extra docs for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 19:04:51 PDT 2009 Indexing world1 for FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 19:08:04 PDT 2009 Locating build stamps for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 19:10:19 PDT 2009 Cleaning staging area for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 19:10:19 PDT 2009 Preparing to copy files into staging area for
FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 19:10:20 PDT 2009 Copying data files into staging area for FreeBSD/amd64
7.2-RELEASE

Mon Aug 24 12:16:57 PDT 2009 Copying metadata files into staging area for
FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 12:16:59 PDT 2009 Constructing metadata index and tag for FreeBSD/amd64
7.2-RELEASE

Files found which include build stamps:
kernel|generic|/GENERIC/hptrr.ko
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kernel|generic|/GENERIC/kernel
world|base|/boot/loader
world|base|/boot/pxeboot
world|base|/etc/mail/freebsd.cf
world|base|/etc/mail/freebsd.submit.cf
world|base|/etc/mail/sendmail.cf
world|base|/etc/mail/submit.cf
world|base|/1ib/1libcrypto.so.5
world|base|/usr/bin/ntpq
world|base|/usr/include/osreldate.h
world|base|/usr/1ib/1ibalias.a
world|base|/usr/1ib/libalias_cuseeme.a
world|base|/usr/1ib/1ibalias_dummy.a
world|base|/usr/1ib/1ibalias_ftp.a

HaxowHerr, c6opka 3aBepIIeHa.

Values of build stamps, excluding library archive headers:

v1.2 (Aug 25 2009 00:40:36)

v1.2 (Aug 25 2009 00:38:22)

@()FreeBSD 7.2-RELEASE 0: Tue Aug 25 00:38:29 UTC 2009

FreeBSD 7.2-RELEASE @: Tue Aug 25 00:38:29 UTC 2009

root@server.myhost.com:/usr/obj/usr/src/sys/GENERIC

7.2-RELEASE

Mon Aug 24 23:55:25 UTC 2009

Mon Aug 24 23:55:25 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009

Mon Aug 24 23:46:47 UTC 2009

ntpq 4.2.4p5-a Mon Aug 24 23:55:53 UTC 2009 (1)

* Copyright (c) 1992-2009 The FreeBSD Project.

Mon Aug 24 23:46:47 UTC 2009

Mon Aug 24 23:55:40 UTC 2009

Aug 25 2009

ntpd 4.2.4p5-a Mon Aug 24 23:55:52 UTC 2009 (1)

ntpdate 4.2.4p5-a Mon Aug 24 23:55:53 UTC 2009 (1)

ntpdc 4.2.4p5-a Mon Aug 24 23:55:53 UTC 2009 (1)

Tue Aug 25 00:21:21 UTC 2009

Tue Aug 25 00:21:21 UTC 2009

Tue Aug 25 00:21:21 UTC 2009

Mon Aug 24 23:46:47 UTC 2009

FreeBSD/amd64 7.2-RELEASE initialization build complete. Please
review the list of build stamps printed above to confirm that
they look sensible, then run

sh -e approve.sh amd64 7.2-RELEASE



to sign the release.

OpobpuTe COOpPKY, €ciu BCE IIPAaBUJIBHO. /IOIIOJIHUTEJbHYI HHQOPMAIUI0 O TOM, KakK 3TO
ompezesuThb, MOYKHO HAaWTH B paclpefeléHHOM HCX0AHOM ¢aiine ¢ uMeHeM USAGE. BrItostHUTE
scripts/approve.sh, kak ykKasaHO. JTO NOJIHUIIET peJar3 U IIEPEMECTUT KOMIIOHEHTHI B
IIPOMEXYTOYHYI0 06J1aCTh, ITOAXOSAINYIO IJIsI 3aTPy3KH.

# cd /usr/local/freebsd-update-server
# sh scripts/mountkey.sh

# sh -e scripts/approve.sh amd64 7.2-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Signing build for FreeBSD/amd64 7.2-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to patch source directories for
FreeBSD/amd64 7.2-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to upload staging area for FreeBSD/amd64
7.2-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Updating databases for FreeBSD/amd64 7.2-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Cleaning staging area for FreeBSD/amd64 7.2-RELEASE

[Iocsie 3aBepIIIeHUsI IIpoIiecca yTBep KAeHUs MOXKHO HauaTh MIPOIelypy 3arpy3KH.

# cd /usr/local/freebsd-update-server
# sh scripts/upload.sh amd64 7.2-RELEASE

B ciyyae Heo6XOAHMMOCTH IIOBTOPHOM 3arpy3kKd Koja OOHOBJIEHHS, 3TO MOXKHO
Clles1aTh, Ilepeida B IIyOJIMYHBIN KaTaJIor JUCTPUOYTUBOB /I I1eJIeBOT0 BBIITyCKa
1 06HOBUB aTpUOyTHI dpaiiia uploaded.

# cd /usr/local/freebsd-update-server/pub/7.2-RELEASE/amd64
# touch -t 200801010101.01 uploaded

3arpy>keHHble (Qaryipl [O/DKHBI HaXOJUTHbCI B KOPHEBOM KaTajlore BeG-cepBepa, YTOOBI
OOHOBJIEHHSI MOIJIM PacCIpoCTpaHATbCd. ToyHasd KoHuryparusa OyjgeT 3aBUCeTb OT
HUCII0JIb3yeMoro Beb-cepBepa. /[lima BeO-cepBepa Apache obpaTtuTeck K paspeny HacTporika
cepBepoB Apache B PyKOBOJCTBe.

O6HoBuTe KeyPrint u ServerName kyimeHTa B /etc/freebsd-update.conf ¥ BbIIIOJTHUTEe 0GHOBJIEHUS,
KaK yKas3aHo B pasfesie OoHossieHne FreeBSD PyKkoBozCTBa.

JlJ11 KOppeKTHO#M paboTel cepBepa o6HOBJeHUMl FreeBSD Update Heo6XoguMOo
cobupaTh 06HOBJIEHUS KaK JJIs1 TEKYIIero pesnsa, TaK U I pesinsa, Ha Komopblil
o naaHupyemcsi 06Ho8/ieHue. ITO HeO0OXOAVMMO [JId OIIpefle/leHUs pasjIudyuil B
dariax Mexxay pesnrsamMu. Harpumep, Iipyu 06HOBJIeHUU cucTeMBI FreeBSD ¢ 7.1-
RELEASE pno 7.2-RELEASE moTpebyeTca cobpaTh M 3arpysuTh Ha CepBep
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pacripocTpaHeHUsI 0OHOBJIEHUS JIJIs1 00e X BEPCUH.

/171 CIIpaBKH, IIOJITHBIM TEKCT BBIITOJIHEHHUA init.sh IpuiaraeTcs.

6. IlocTpoeHHe maTua

Ka)K,ZLBIfI pa3, Korma 00BIBIIETCS KOHCYJIbTaTI/IBHBII\/JI OOKYMEHT IIO 0e30IIaCHOCTH HJIH
yBeAOMJIEHHE O 0€e30I1aCHOCTH, MOKHO C06paTb 00HOBJIEHUE C HCIIPpaBJIEHHUEM.

Jl1d saTorO IIprMepa O0yZeT UCIob30BaThcd Bepcus 7.1-RELEASE.
HeCKoJIbKO IIpeAIIoIoKeHUH ciesIaHo [T JPYToM COOPKU BBIITyCKa:

* HacTpoiika IIpaBUILHOM CTPYKTYPHI KaTaJI0TOB JIJIs1 IIepBOHAYATbLHOM COOPKH.

* BBIIIOJIHUTE IIepBOHAaYaIbHYI0 CO0pKY A1 7.1-RELEASE.

CospmaliTe KaTajJor C IIaT4YaMH COOTBETCTBYIOIIEro BeIIIycka B /usr/local/freebsd-update-
server/patches/.

% mkdir -p /usr/local/freebsd-update-server/patches/7.1-RELEASE/
% cd /usr/local/freebsd-update-server/patches/7.1-RELEASE

B xayecTBe IIpuMepa BO3bMeM IHaT4 g named(8). IIpouTuTe peKOMeHJAIlMU U 3arpys3uTe
HeobxoxauMbIN ¢ari ¢ FreeBSD Security Advisories. /[OIIOJITHUTeJIbHYH UHGOPMAIIUIO O TOM, KaK
HHTEPIIPEeTUPOBATh PEKOMEHIAIMH, MOKHO HAUTH B PykoBoicTBa FreeBSD.

B xpaTkoMm 0630pe 0e30I1aCHOCTH 3TOT COBeT HasdbIBaeTcsa SA-09:12.bind. ITocse 3arpysku ¢aiiia
HeOOX0IMMO IIepeMMeHOBaTh €ro B COOTBETCTBHHU C YPOBHEM MCIpaBJieHUs. PeKoMeHyeTCsa
COXpaHATh 3TO B COOTBETCTBHUU C OQUIMAJBLHLIMU YPOBHSIMU HcIpaBiaeHU#l FreeBSD, HO uma
MOKeT OBITH BbIOpaHO CBO6OLHO. /[lyId [aHHOM COOpPKH [jaBaWTe IIOCIeLyeM TeKyllel
yCTaHOBJIEHHOM ITpakTuKe FreeBSD 1 Ha3oBeM ero p/. [lepermMenyiTe Qpaiii:

0,

% cd /usr/local/freebsd-update-server/patches/7.1-RELEASE/; mv bind.patch 7-SA-
09:12.bind

IIpu BBIIIOJTHEHUM COOPKHM YPOBHS IIaTda IIpeZIIojiaraeTcs, UTO IIpemblayliue
IIaT4YU y>Ke yCTaHOBJIeHBI. IIpH 3amycke COOpPKH maTda OyAyT BBIIIOJHEHBI BCe
o IIaT4H, Co/leprKallyecs B KaTajore IaTde.

B c60pKy MOTyT OBITEH f06aBJI€HEI I10JIb30BaTeIbCKUE ITAaTUYH. MCIIOIb3yHTe HOJb
HUJIM JIF060€ IPyroe YucJIo.

a 3amaua agMuHHCTpaTopa cepBepa FreeBSD Update —  IipuHUMATH
COOTBETCTBYIOIIIYE MepPHI I IIPOBEePKU IIOAIMHHOCTH KaKoro rmaTya.

Ha stoMm artamne diff rotoB K c6opke. I[IporpaMMHOe obeclleyeHre CHadasla IIPOBepseT, ObLI JIK


../../source/articles/freebsd-update-server/init.txt
https://www.FreeBSD.org/security/advisories/
https://www.FreeBSD.org/security/notices/
https://man.freebsd.org/cgi/man.cgi?query=named&sektion=8&format=html
https://www.FreeBSD.org/security/advisories/
https://docs.freebsd.org/ru/books/handbook/security#security-advisories
https://security.freebsd.org/advisories/FreeBSD-SA-09:12.bind.asc

3aIylIieH scripts/init.sh /11 COOTBETCTBYIOIIET0 BHIIyCKa Iepes BhIIIoJTHeHHeM coopku diff.

# cd /usr/local/freebsd-update-server

# sh scripts/diff.sh amd64 7.

1-RELEASE 7

BoT nmpuMep BbIIOJIHEHUS OuihepeHuuUabHoll COOPKH.
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# sh -e scripts/diff.sh amd64 7.1-RELEASE 7

Wed Aug 26 10:09:59 PDT 2009
Wed Aug 26 17:10:25 UTC 2009
Wed Aug 26 18:05:11 UTC 2009
Wed Aug 26 18:06:16 UTC 2009
RELEASE-p7

Wed Aug 26 18:17:50 UTC 2009
RELEASE-p7

Wed Aug 26 18:18:02 UTC 2009
Wed Aug 26 11:19:23 PDT 2009
7.1-RELEASE-p7

Wed Aug 26 11:19:37 PDT 2009
Wed Aug 26 11:19:42 PDT 2009
Wed Aug 26 11:23:02 PDT 2009
Thu Sep 30 18:23:29 UTC 2010
Thu Sep 30 19:18:15 UTC 2010
Thu Sep 30 19:19:18 UTC 2010
RELEASE-p7

Thu Sep 30 19:30:52 UTC 2010
RELEASE-p7

Thu Sep 30 19:31:03 UTC 2010
Thu Sep 30 12:32:25 PDT 2010
7.1-RELEASE-p7

Wed Aug 26 12:32:39 PDT 2009
Wed Aug 26 12:32:43 PDT 2009
Wed Aug 26 12:35:54 PDT 2009
Wed Aug 26 12:36:58 PDT 2009
7.1-RELEASE-p7

Wed Aug 26 12:37:14 PDT 2009
Wed Aug 26 12:37:14 PDT 2009
FreeBSD/amd64 7.1-RELEASE-p7
Wed Aug 26 12:37:15 PDT 2009
7.1-RELEASE-p7

Wed Aug 26 12:43:23 PDT 2009
FreeBSD/amd64 7.1-RELEASE-p7
Wed Aug 26 12:43:25 PDT 2009
7.1-RELEASE-p7

Extracting world+src for FreeBSD/amd64 7.1-RELEASE-p7
Building world for FreeBSD/amd64 7.1-RELEASE-p7
Distributing world for FreeBSD/amd64 7.1-RELEASE-p7
Building and distributing kernels for FreeBSD/amd64 7.1-

Constructing world components for FreeBSD/amd64 7.1-

Distributing source for FreeBSD/amd64 7.1-RELEASE-p7
Moving components into staging area for FreeBSD/amd64

Extracting extra docs for FreeBSD/amdb64 7.1-RELEASE-p7
Indexing world® for FreeBSD/amd64 7.1-RELEASE-p7
Extracting world+src for FreeBSD/amd64 7.1-RELEASE-p7
Building world for FreeBSD/amdb64 7.1-RELEASE-p7
Distributing world for FreeBSD/amd64 7.1-RELEASE-p7
Building and distributing kernels for FreeBSD/amd64 7.1-

Constructing world components for FreeBSD/amd64 7.1-

Distributing source for FreeBSD/amd64 7.1-RELEASE-p7
Moving components into staging area for FreeBSD/amd64

Extracting extra docs for FreeBSD/amdb64 7.1-RELEASE-p7
Indexing world1 for FreeBSD/amd64 7.1-RELEASE-p7
Locating build stamps for FreeBSD/amd64 7.1-RELEASE-p7
Reverting changes due to build stamps for FreeBSD/amd64

Cleaning staging area for FreeBSD/amd64 7.1-RELEASE-p7
Preparing to copy files into staging area for

Copying data files into staging area for FreeBSD/amd64
Copying metadata files into staging area for

Constructing metadata index and tag for FreeBSD/amd64

Files found which include build stamps:
kernel|generic|/GENERIC/hptrr.ko
kernel|generic|/GENERIC/kernel

world|base|/boot/loader



world|base|/boot/pxeboot
world|base|/etc/mail/freebsd.cf
world|base|/etc/mail/freebsd.submit.cf
world|base|/etc/mail/sendmail.cf
world|base|/etc/mail/submit.cf
world|base|/1ib/1iberypto.so.5
world|base|/usr/bin/ntpq
world|base|/usr/include/osreldate.h
world|base|/usr/1lib/1libalias.a
world|base|/usr/1ib/1ibalias_cuseeme.a
world|base|/usr/lib/1ibalias_dummy.a
world|base|/usr/1ib/libalias_ftp.a

Values of build stamps, excluding library archive headers:

v1.2 (Aug 26 2009 18:13:46)

v1.2 (Aug 26 2009 18:11:44)

@()FreeBSD 7.1-RELEASE-p7 @: Wed Aug 26 18:11:50 UTC 2009
FreeBSD 7.1-RELEASE-p7 @: Wed Aug 26 18:11:50 UTC 2009

root@server.myhost.com:/usr/obj/usr/src/sys/GENERIC

7.1-RELEASE-p7

Wed Aug 26 17:29:15 UTC 2009

Wed Aug 26 17:29:15 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009

Wed Aug 26 17:20:39 UTC 2009

ntpq 4.2.4p5-a Wed Aug 26 17:29:42 UTC 2009 (1)

* Copyright (c) 1992-2009 The FreeBSD Project.

Wed Aug 26 17:20:39 UTC 2009

Wed Aug 26 17:29:30 UTC 2009

Aug 26 2009

ntpd 4.2.4p5-a Wed Aug 26 17:29:41 UTC 2009 (1)

ntpdate 4.2.4p5-a Wed Aug 26 17:29:42 UTC 2009 (1)

ntpdc 4.2.4p5-a Wed Aug 26 17:29:42 UTC 2009 (1)

Wed Aug 26 17:55:02 UTC 2009

Wed Aug 26 17:55:02 UTC 2009

Wed Aug 26 17:55:02 UTC 2009

Wed Aug 26 17:20:39 UTC 2009

O0HOBJIEHUS BBIBO/JIATCA Ha 3KPaH, U 3allpallliBaeTCAd IIOATBEPKAECHHUE.

New updates:
kernel|generic|/GENERIC/kernel.symbols|f|0]|@|0555|0|7¢8dc176763f96cedda57fc@4e7c1b8d79
3f27e006dd13e0b499e1474ac47e10 |
kernel|generic|/GENERIC/kernel|f|0|0|0555|0]|33197e8cf15bbbac263d17f39c153¢9d489348c2ch
34f7ca1120a1183dec67b1]|

kernel|generic|/|d|@|0|0755|0] |

src|base|/|d|@|0|0755|0] |



src|bin|/|d|@|0|0755|0] |

src|cddl|/|d|@|@]|0755]0] |
src|contrib|/contrib/bind9/bin/named/update.c|f|0|10000|0644|0|4d434abf0983df9Ibc474356
70d307fa882ef4b348ed8ca90928d250f42ead757 |
src|contrib|/contrib/bind9/1ib/dns/openssldsa_link.c|f|0|10000|0644|0|c6805c39f3da2a06
dd3f163f26c314a4692d4cd9a2d929c@acc88d7363241550 |
src|contrib|/contrib/bind9/1ib/dns/opensslrsa_link.c|f|0|10000|0644|0|fa0f7417ee9dad2c
c8d0fd96ad24e7a34125e05b5ae@75bd6e3238f1c022a712 |

FreeBSD/amd64 7.1-RELEASE update build complete. Please review
the list of build stamps printed above and the list of updated
files to confirm that they look sensible, then run

sh -e approve.sh amd64 7.71-RELEASE

to sign the build.

CienyiTe TOM >Ke IIPOIIeAype, UYTO U paHee, I IIOATBeP KAeHUs CO0PKU:

# sh -e scripts/approve.sh amd64 7.71-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Signing build for FreeBSD/amd64 7.71-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to patch source directories for
FreeBSD/amd64 7.1-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to upload staging area for FreeBSD/amd64
7.1-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Updating databases for FreeBSD/amd64 7.1-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Cleaning staging area for FreeBSD/amd64 7.71-RELEASE

The FreeBSD/amd64 7.1-RELEASE update build has been signed and is
ready to be uploaded. Remember to run

sh -e umountkey.sh
to unmount the decrypted key once you have finished signing all
the new builds.

[Tocste yTBep K/eHUs COOPKU 3arpy3uTe IIPOTpaMMHOe o6GecIleueHue:

# cd /usr/local/freebsd-update-server
# sh scripts/upload.sh amd64 7.71-RELEASE

/I CIIpaBKH, IIOJIHBIM 3aIlyCK cKpuiTa diff.sh rmpuiaraercs.

7. CoBeThI

» Ecyim mosib30BaTesIbCKask cOOpKa CO3ZaHa C MCII0JIb30BaHWEM CTaHJAapTHOM IIpoIiefAyphl make
release procedure, koz, freebsd-update-server 6yzeT paboTaTh ¢ Balled c6opkoi. Hampumep,
cbopka 6e3 IIOPTOB WM [OKYMEHTAaI[Md MOYKeT OBITH CO3/aHa IIyTeM OTKJII0UeHHUS
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GYHKITMOHAJIBLHOCTH, OTHOCSIIEHCS K IoAIIporpaMMaM JokKyMeHTaruu findextradocs

addextradocs (), m M3MeHeHUsA MecTa 3arpy3ku B fetchiso () coOTBeTCTBEHHO B Qaiisie
scripts/build.subr. B 3aBepiieHme wusmeHute xemr sha256(1) B ¢ate build.conf pgmsa


../../source/articles/freebsd-update-server/diff.txt
https://docs.freebsd.org/ru/articles/releng/#release-build
https://man.freebsd.org/cgi/man.cgi?query=sha256&sektion=1&format=html

COOTBETCTBYIOIIEH CO0PKHU U apXUTEKTYPHI, II0CJIe Uero MOKHO ITPUCTYIIaTh K CO0pKe Balllei
II0JIb30BaTEeJILCKOM BepCUH.

# Compare ${WORKDIR}/release and ${WORKDIR}/$1, identify which parts
# of the world|doc subcomponent are missing from the latter, and

# build a tarball out of them.

findextradocs () {

}
# Add extra docs to ${WORKDIR}/$1

addextradocs () {
}

» Jlo6aBiieHue ¢uaroB -j YUCJ0 K messam buildworld u obj B ckpunre scripts/build.subr moxeT
YCKOPUTH 00paboTKy B 3aBHCHUMOCTH OT HCIOJIb3yeMOIro 000py/IOBaHUS, OJHAKO 3TO He
o6s13aTesIbHO. MCIT0/Ib30BaHUE 3TUX (GJIaroB B APYTHUX IeJIIX He peKOMeHyeTcs, TaK KakK 3To
MO>KeT IPUBECTH K HeHa/IEXKHOCTH COOPKH.

# Build the world
log "Building world"
cd /usr/src &&
make -j 2 ${COMPATFLAGS} buildworld 2>&1
# Distribute the world
log "Distributing world"
cd /usr/src/release &é&
make -j 2 obj &&
make ${COMPATFLAGS} release.1 release.2 2>&1

» Co3mamniTe COOTBETCTBYIOINY0 DNS SRV-3amuch [jIs1 cepBepa OOHOBJIEHUU W pasMeCcTUTe
OCTaJIbHbIE 38 HUM C IlepeMeHHBIMU BecaMU. VICII0/Ib30BaHUe 3TOM BO3SMOKHOCTH 00€eCIIeUYuT
3epkaJsia i1 OOHOBJIEHUM, OJHAKO [MaHHBLIM COBeT He 00s13aTesleH, eCJId Bbl He XOTUTe
IIPEe0CTaBJIATh U30BITOUHBIN CEPBUC.

_http._tcp.update.myserver.com. IN SRV @ 2 80 hostl.myserver.com.
INSRV 0180 host2.myserver.com.
IN SRV 0 0 80 host3.myserver.com.
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https://docs.freebsd.org/ru/books/handbook/network-servers#network-dns
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